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Update on Buffer Overflow Issue and Dahua’s Commitment to Cybersecurity
Dahua is committed to providing our customers with information to help them increase the security of
Dahua products and solutions. This notice is to alert you about a recent cyber vulnerability that only

affects four of our Wi-Fi model cameras listed below, none of our other products have been affected.

We have learned that a buffer overflow issue is affecting the following North American Wi-Fi models:

DH-IPC-HDBW11A0EN-W (1.3MP IR Wi-Fi fixed mini dome camera)
DH-IPC-HDBW13A0EN-W (3MP IR Wi-Fi fixed mini dome camera)
DH-IPC-HFW11A0SN-W (1.3MP IR fixed mini bullet camera)
DH-IPC-HFW13A0SN-W (3MP IR Wi-Fi fixed mini bullet camera)

Attackers can potentially use this vulnerability to access or disable a device. We are currently working
on a firmware upgrade and will post the link to the firmware as soon as it becomes available.

The security of our customers and end-users is our top priority. If you have any questions or concerns,
please do not hesitate to contact us at cybersecurity@global.dahuatech.com.
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