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TECHNOLOGY

March 6, 2017 Security Bulletin:
Cyber Vulnerability Affecting Certain Dahua IP Cameras and Recorders

Summary
We were recently made aware of a cybersecurity vulnerability that affects certain Dahua recorders and
IP cameras. It’s important to note that the vulnerability is not the result of a malicious attack on any

specific installation where our products are deployed; it was discovered by Bashis conducting
independent testing of various suppliers' surveillance products.

The models below have been identified as being affected by this vulnerability. We are continuing to
investigate additional models and will provide updates as they arise.

Users should immediately download updated firmware from the Dahua USA Wiki and apply the update.

Affected Models and Firmware Fixes

Model Number Where to Update Firmware
DH-IPC-HDW23A0RN-ZS Download Link
DH-IPC-HDBW23A0RN-ZS

DH-IPC-HDBW13A0SN Download Link

DH-IPC-HDW13A0SN
DH-IPC-HFW13A0SN-W
DH-IPC-HDBW13A0SN Download Link
DH-IPC-HDW13A0SN
DH-IPC-HFW13A0SN-W

DHI-HCVR51A04HE-S3 Download Link
DHI-HCVR51A08HE-S3 Download Link
DHI-HCVR58A325-52 Download Link

Contact Information
For any questions or concerns related to cybersecurity, please contact Dahua at
cybersecurity@dahuatech.com or 877.606.1590 and visit our cybersecurity page for updates.
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https://dahuawiki.com/images/Firmware/IPC/Q2.2017/DH_IPC-HX1X2X-Themis_EngSpnFrn_N_V2.400.0000.30.R.20160803.bin
https://dahuawiki.com/images/Firmware/IPC/Q2.2017/DH_IPC-Consumer-Zi-Themis_EngSpn_N_V2.400.0000.11.R.20161105.bin
https://dahuawiki.com/images/Firmware/DVR/Q2.2017/DH_HCVR5x04-S3_EngSpnFrn_NP_V3.210.0001.10.R.20160606.zip
https://dahuawiki.com/images/Firmware/DVR/Q2.2017/DH_HCVR5x08-S3_EngSpnFrn_NP_V3.210.0001.10.R.20160606.zip
https://dahuawiki.com/images/Firmware/DVR/Q2.2017/DH_HCVR7xxx(V2.0)_SpnEng_NP_V3.210.0001.0.R.20160322.zip

